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1. Introduction

Legal theories assess what constitutes consumer harm resulting from a breach of
personal data differently: economic theory may recognize privacy costs that legal
jurisprudence generally does not. Prior to the proclamation of the Federal Decree-Law No.
45/2021 on the Protection of Personal Data (PDPL 2021), the erstwhile Cyber Crimes Law
(also referred to as Federal Law No. 5 of 2012) treated violations of privacy in data
breaches as offenses [1]. This law stipulated penalties of up to AED 300,000. Most Data
protection officers (DPOs) are unaware of the need to protect personal information shared
online, as the advent of Artificial Intelligence (Al) and Chatbot technologies makes all
information vulnerable to exposure [2]. DPOs are unable to offer a plausible solution to
data protection. For example, in the EU jurisdiction, penalties could be € 20 million or “4
% of the total worldwide annual turnover of the preceding financial years” in certain
instances. Notwithstanding, the disclosure of information poses a significant threat to
organizations' finances and reputations. Conversely, a study conducted by the Ponemon
Institute in the United Kingdom relates that corporations lost 5% of their stock price post-
disclosure of data breaches of personal data in their possession, alluding to distrust of the
general public [3]. Even a renowned social media platform, like Facebook, was penalized
with a hefty fine of £500,000 for a data breach [4]. While the Islamic perspective remains
to be further explored, the legal idealogue of damages resulting from Data breach in the
UAE is grounded on a firm pedestal, as the laws are enrooted on several regulations
protecting the due privacy of netizens, including but not limited to the Penal Code, law
no.5 on the Civil Transactions Law of the State of the United Arab Emirates, PDPL 2021
and the Cybercrime Law, are the prelude the development of regulations due to the of Data

systems globally [5].

Data breaches are a prerequisite when it comes to critical gaps occurring due to the
quantum leap of digitalization in post-modern times, as subsequently compromised data
remains vulnerable to use against the personal interests of the general populace.
Communication Apps, and social media platforms, such as Facebook, WhatsApp, BOTIM,
Instagram, Nord V, X (formerly Twitter), Snapchat, and chatbots of this digitalized age,
Microsoft Co-Pilot, ChatGPT, and other Al engines, are widely used for sharing absolute
personalized data about the inner privacies of the netizens, through a reconnection with

yesteryear buddies. Hitherto, studies reveal that online platforms can influence the lives of
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netizens by exposing absolute privacy without obtaining their consent, leading to
delinquent social repercussions on the masses [6]. Personal Data breaches create a
nuisance; for ulterior motives, cybercriminals exploit confidential data, invade privacy by
processing sensitive information, and cause harm by damaging reputations and enabling

blackmail through abuse.

This article examines data breaches from a legal and Islamic perspective in the UAE and
explores how damages can be awarded to victims through the legal quorum. Subsequently,
the article explains the legal rights of netizens to privacy and consent, as well as the
research gap regarding damages from online data breaches. Theoretically, the legal
theorem is a compound matrix consisting of privacy, legal damages, and data breaches, as

the vertices of this matrix [7].

THE DISTINCTIVE NATURE OF PDPL 2021
Limitations

The preparation of a data protection law is a significant benchmark for any jurisdiction, since the
Federal legislature of the UAE is bound to implement data protection for all natural persons within
its jurisdiction. These efforts include the shift in the protection paradigm toward the right to privacy,
which is driving implacable demands for data protection from various angles. However, the authors
will be polite to a fault, to evade the enactment of the law for the present and the future, as the
enactment of the PDPL 2021 is the crux of the problem. Fundamentally, the legislative authorities
must work hand in glove with legal practitioners to improve the efficiency of the law, address
subsequent problems, foster greater understanding, and ensure compliance in the public and private

sectors alike.

The problem is further compounded by the fact that the definition of personal data, as construed by
UAE law, aligns significantly with international benchmark standards, primarily the EUGDPR, yet
fails to provide plausible solutions to this development. Personal data covers a wide range of
variables, including a natural person's name, identification number, and address. Secondly, the legal
problems that could arise could only be curtailed through the power to redress citizens' grievances.
The data protection regulations in the UAE protect the data subjects' rights, defining the legitimate,
seamless, and transparent processing of personal data and the retention of data for genuine reasons.
This notion creates an imbalance between the PDPL 2021 and the general public, as the gap widens
drastically, particularly regarding the law's enactment. On the contrary, the data subjects possess the

right to access, modify, and delete their personal information. However, these rights are still being
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circumvented due to the failure to enact the PDPL 2021. The researcher investigates specific arenas
where the PDPL needs significant improvement, as the research identifies these problems and
proposes theoretically plausible solutions.

One such factor is the ‘purpose limitation principle,” which confines the processing of personal data
to the primary purposes for retention and which, unfortunately, is not legislatively stipulated.
Furthermore, obtaining consent clauses should be elevated to an international standard, as the
specific terms and conditions for obtaining and revoking consent are not yet clearly defined.
Consequently, exceptions are not clearly defined, which exposes the processing of personal data
without the data subject's consent to potential harm, especially in matters related to the public
interest or medicinal purposes. As these exceptions are imperative, there is a lack of judicial
protection to protect the individual rights of natural persons. Thus, offering invaluable insights by
addressing a research gap in the theory and enactment of the law is not easy, but it is certainly an
impediment that needs to be resolved as soon as possible. This article will try to bridge that vast gap
and narrow it down to improve understanding of personal data protection in the UAE, outlining
plausible solutions to prevalent problems and proposing consumer redress under the purview of the
PDPL 2021, which includes punitive measures for data controllers. Currently, there is no case law
on the PDPL 2021. Still, the authors will try to analyze legal case law on damages awarded in 2021,
given the lack of case law on the PDPL 2021. Still, the authors will try to analyze the legal issues

arising from damages resulting from a data breach.
Punitive measures

Another factor that has become a bone of contention and a key problem is the adaptability
of the punitive measures to be applied when a data breach is reported. Unlike its
contemporaries, Malaysia's PDPA 2010 and the EU’s GDPR, the PDPL 2021, although
promulgated as a Data protection law, remains devoid of data breach punitive measures.
Subsequently, in response to the UAE legislative body's desire to align with the latest
legislation, amendments to specific articles of the Criminal Procedures Law were
promulgated through Decree-Law No. 38 of 2022. These amendments may aim to reduce
the workload on the courts in the wake of expansive criminal cases, enable criminal
dispute resolution at their discretion, ensure justice through uniform procedural rules in
subsequent criminal cases, and avoid discrepancies. Under the purview of the Criminal
Procedures Law, the UAE legislature subsequently adopted amendments that introduced
punitive measures. This paradigm shift alludes to constitutional reformation, albeit

awarding legal damages. The challenge, however, is the perception of breaches of criminal
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liability in the case of a data breach. This research will hopefully address this gap through
legal analysis, in light of the ongoing court proceedings post-2022 in the UAE.

The Extra-Territorial effect

The third most significant research problem is evaluating the extra-territorial effect of the
UAE PDPL 2021. A form of extraterritoriality is evident in the PDPL 2021 through the
observance of International human rights law, as a subset of public international law,
which determines the UAE’s extraterritorial obligations to safeguard the fundamental right
to data protection. Article (22) of the PDPL 2021, identifying “Cross-Border Personal
Data Transfer and Sharing for Processing Purposes if there is an Adequate Level of

Protection, ” explicitly exclaims:

“Personal Data may be transferred outside the State
In the following cases approved by the Office:
1. If the country or territory to which the Personal
Data is to be transferred under special legislation
on Personal Data Protection therein, including
the most imperative provisions, measures,
controls, requirements, and rules for protecting
the privacy and confidentiality of the Personal
Data of the Data Subject and their ability to
exercise their rights, and provisions related to
imposing appropriate measures on the
Controller or Processor through a supervisory
or judicial authority.
2. If the State accedes to bilateral or multilateral
agreements related to Personal Data
Protection with the countries to which the
Personal Data is to be transferred.” [8]
The last prerequisite (non-divisibility) refers to adopting a common denominator as a
global standard, through which customer satisfaction may be achieved across global
markets via the corporate sector's tech dominance. Data division refers to protecting

privacy across multiple jurisdictions through multinational corporate operations, alluding
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to heights of excellence. An example of this is the American tech conglomerate Google
Inc., based in Mountain View, California, which is implementing European Data
Protection principles across its global operations [9]. Finally, by analyzing prevalent
factors that serve as prerequisites for embodying the Brussels Effect, whether through de
jure or de facto compliance, the corporate sector has significantly altered its compliance
with the GDPR [10]. The subsequent genesis observed in EU member states complements
the GDPR through specific enactments. It is worth noting that the Brussels Effect
enthusiastically disseminated the GDPR's golden principles, thereby establishing a

comprehensive legal framework for implementation.

LITERATURE REVIEW

Data protection is a nascent term; the first data protection law was Sweden's Data Act, promulgated
in 1973 [11]. The Swedish Data Protection Authority banned individuals and corporations from
using information systems to process personal data without obtaining a license [12]. In fact, as a
rapidly evolving legal framework that impacts all walks of life, data protection has consumed the
authors' focus in recent years. Hence, this study's literature review encompasses pertinent laws
regarding information in general and data protection in particular. Since data breaches are a
worldwide phenomenon, the literature review includes sources from multiple regions that enacted

data protection laws before the UAE.

The development of data protection law in the UAE
Kelvin Bomah brings about a subsequent analysis of the UAE's Dubai International Financial Center
(DIFC). His study examines information security and data protection laws in the United Arab
Emirates (UAE), with a particular focus on the Dubai International Financial Center (DIFC).
Kevin’s paper argues for the urgent need for the UAE Legislature to enact its own data protection
law. Kevin mentions the enactment of new cybersecurity laws, which have significant implications
for the processing of sensitive data, with a special emphasis on privacy. Regarding cybercrime, the
UAE established the National Electronic Security Authority (NESA) to regulate cybersecurity
across the federal realm. The PDPL 2021 has brought about significant changes, as Kevin’s 2016
work suggests, by upgrading the judiciary and regulatory framework in the UAE [13]. Kelvin
recognized the need for a data protection law and proposed several plausible solutions to its
enactment. The UAE data protection framework was proposed and has helped advance the body of
knowledge in line with the law. Kelvin’s study illustrates a comprehensive legislative analysis of the

law for personal data protection as construed in the GDPR, providing the groundwork for the
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requirement for such a law in the UAE to stimulate technical processing. Significantly, a
comparative analysis concludes with the civil law jurisdictions of France and Egypt, which serve as
precursors to the UAE PDPL 2021 and the common law stipulated by the Dubai International
Financial Center (DIFC), emphasizing congruences, albeit strategies through their approaches to the
evolution of data protection law in the UAE.

Alshamsi, Obaid Muhayer, and Mohammad Amin Alkrisheh (2024), in their article “Criminal
Settlement Provisions in Emirati Legislation”, discuss the latest amendments to the settlement of
criminal cases, enacted through the Amiri Decree Law No. 38 of 2022, as they relate to the Criminal
Procedures Law. The newest enactment is indeed a way forward, established after the promulgation
of the PDPL 2021, offering an alternative measure within the UAE legislative system. The article
analyzes the judicial system's workload and the repercussions of this enactment, which is expected
to circumvent time-consuming criminal trials. Furthermore, this article analyzes the definition,
scope, and nature of criminal settlement, which may allude to the awarding of damages in the case
of a data breach. By adopting non-doctrinal methods, the article identifies misdemeanors amenable
to settlement through arbitration, thereby impeding criminal activity. The article explains several
crimes that lead to cumulative punitive measures through a misdemeanor brought in a court of law;
the public prosecution precedes the case. Furthermore, this article asserts that the UAE legislature
ensures settlements for non-incarcerated defendants, thereby circumventing intimidation in the
context of free consent. The article concludes by examining the integrity of settlement procedures
through conformity with justice in the UAE's legislative framework. This article has helped narrow
the gap between punitive realms that UAE courts may adopt as compensation for damages in a data
breach situation; other factors highlight a key problem: the adaptability of the ensuing punitive
measures to be carried out in case of data breach, as the PDPL 2021, although promulgated as a Data
protection law, is devoid of stipulating data breach punitive aspects. Subsequently, in response to the
UAE legislative body's desire to align with the latest legislation, amendments to certain articles of
the Criminal Procedures Law were recently promulgated through Decree-Law No. 38 of 2022
These amendments may aim to reduce the workload on the courts in the wake of expansive criminal
cases, enabling the courts to resolve criminal disputes at their discretion, ensuring justice vis-a-vis
uniform procedural rules in subsequent criminal cases, and avoiding discrepancies. Under the
purview of the Criminal Procedures Law, the UAE legislature subsequently adopted amendments
that introduced punitive measures. This paradigm shift refers to a reformulation of constitutional
principles, albeit one that awards legal damages. The challenge, however, is the perception of
criminal liability in the case of a Data breach. This research will hopefully address this gap through

legal analysis in light of the ongoing court proceedings in the UAE post-2022 [14].
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Hasan Younies provides a methodical analysis that highlights data protection, noting that the UAE
has comprehensive cybercrime laws; the country's incredible technological advances make its
citizens and businesses lucrative targets, as healthcare workers and their sensitive data remain of
utmost importance to any country. Hasan’s article makes several suggestions but does not conclude
with a precise legal solution, as it was written from a scientific standpoint. The authors have noted
significant points and proposed plausible solutions within the legal framework of the UAE PDPL
2021, and conclude by presenting the research findings. The author concludes that the UAE
legislature has over-burdened itself by doubling its legal efforts to deter emerging cybersecurity
risks [15].

AlShamisi (2023) provides an inclusive analysis of the PDPL 2021, examining the scope of the law
and the stipulations for processing personal data, including safeguarding privacy, as it discusses data
protection in light of the PDPL 2021. It underscores the imperative for conducive legislation and its
subsequent promulgation to ensure data subjects' privacy rights. The article further focuses on a
critical review of the UAE PDPL 2021 information requirements and federal initiatives in which the
primary use is scientific research. The author highlights the fallacy of the incumbent legislative
mandate, which should encourage research scenarios, as data processing endures a pragmatic role
both for the data processor and the data subject. The juxtaposed analysis suggests that the
information prerequisites or compulsory disclosures initiated through application of the UAE PDPL

2021 are short of procedural outputs, containing obstacles for better implementation [16].

Ali Hadi Al-Obeidi and Muaath Sulaiman Al-Mulla, in their article, “7The Legal Basis of the Right to
Explanation for Artificial Intelligence Decisions in UAE Law”, published in the 2022 International
Arab Conference on Information Technology (ACIT) through the IEEE, argue intensively, relying
on an analytical and descriptive model of the various legislative provisions related to data protection.
The findings include that there is no explicit legal provision in the UAE jurisdiction that elaborates
on the rights of people holding prerogatives in Al decision-making. Nonetheless, other jurisdictions,
including the USA, the EU, and Commonwealth countries, have recognized this imperative right at
the international level, in accordance with UNESCO's provisions. The authors recommend that
lawmakers at the global and local levels emphasize the right to have Al decisions clarified by
recognizing them in explicit, binding legal texts [17]. This article serves as a prelude to Al-based
decision-making in the UAE and is widely acclaimed as the way forward for addressing this matter.
However, a critical point the authors overlooked is that laws promulgated in the UAE are enacted
through Emiri decrees, which are the sole prerogative of the Sovereign governing one of the seven
emirates of the UAE. Regarding Federal-level legal provisions, the Ruler of the Abu Dhabi emirate,

who is also constitutionally the President of the UAE, holds the prerogative to issue a decree. The
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concept of Al decision-making is fairly new in the UAE courts. Al decision-making is also fairly
new in the UAE courts, and implementing regulations will take time. Nonetheless, this research will
seek to bridge the decision-making gap and develop an Al decision-making framework by offering
further recommendations for the way forward to PDPL 2021, including, but not limited to,
addressing data breaches arising from the Al regulatory framework in the UAE.

Moustafa Elmetwaly Kandeel, in his paper “Protecting the information privacy of litigants during
remote trials before UAE courts”, published by AAU Journal of Business and Law in Al Ain
(2023), elaborates on the aspect of e-litigation in courts, which is an inevitable paradigm shift in
court operations at a global scale, imparting technology in litigation in court proceedings. Hitherto,
Kandeel explains the reasons for developing an integrated legal framework for conducting an online
trial as an adaptive international best practice. He further emphasizes the imperativeness of a remote
trial system, as adopted by the UAE courts, enabling the personal data processing of litigants,
including defendants, plaintiffs, prosecutors, chamberlains of courts, and victims, as well as the
confidential data-subject content of the trial. Furthermore, Kandeel illustrates the significance of
implementing a cyber-security framework; deliberations may be conducted through remote trials by
obscuring the protection network to prevent data breaches resulting from compromised data privacy.
Moreover, Kandeel identifies three imperative findings from his analysis, primarily the prerequisites
for remote court proceedings. Secondly, the right-to-information-privacy protection, and lastly,
methodology for implementing a remote trial system as an integrated part of UAE court
proceedings, while guaranteeing protection of this confidential procedure. This paper has a
significant impact on this research, as the authors use a spiral binding to take Kandeel’s research to a
guantum leap by including further recommendations on the right to privacy and on protecting

against data breaches as a way forward for online remote trials [18].

Chemlali, Laroussi, Salmi, Abdesselam, and Benseddik, Leila authored a remarkable paper titled “4
reflection on the UAE's new data protection law: A comparative approach with GDPR,” published
through the Journal of Data Protection & Privacy in 2023. The authors argue that the PDPL 2021 is
inevitably influenced by central international privacy and data protection legislation, with the
greatest influence coming from the GDPR, and propose evaluating the UAE PDPL through the lens
of best international practices. This effort is commendable by imparting the subsequent paradigm
shift in legislation for privacy and data protection in the Arab Gulf Cooperation Council (AGCC).
The authors adopt a comparative approach by examining key aspects of the PDPL 2021 within the
GDPR regulatory framework, providing a set of prerequisites that should be implemented by the
corporate sector in the UAE and/or by companies conducting business there [19]. The extra-

territorial effect is the focal point of attraction in the PDPL 2021. This research analyzes this aspect
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and provides further guidance on its application, offering plausible legal solutions for the article's

audience.

Alaa Abouahmed, Moustafa Elmetwaly Kandeel, and Aliaa Zakaria (2024) articulate the
significance of protecting personal data and contrast PDPL 2021 with the GDPR, which enshrines
rudimentary rights to privacy whilst strictly enforcing confidentiality measures for correspondence.
Furthermore, this article illustrates the recognition of personal data protection as a fundamental right
by the EU. The article deploys a juxtaposed approach whilst analyzing the legal predicaments of the
PDPL 2021 and its relationship to amendments to the GDPR. Although both legal frameworks share
common values for protecting personal data, they differ in scope, enactment, and regional
background. The incompatibility between the PDPL 2021 and the GDPR is discussed in detail and is
therefore quite relevant to this research. Furthermore, the article illustrates jurisdiction of personal
data, emphasizing the significance of harmonizing through legal enforcement of both laws across the
digital globe [20].

CONCLUSION
o Mitigation measures to address the effects

The Arab Gulf Cooperation Council (AGCC) and the EU are stuck in a dilemma; hence,
we conclude That Cross-Border data processing transfers fundamental, crucial information
between foreign countries and should be discussed through mitigating measures and the
repercussions. Such a correlation needs a specific regime based on adequacy judgment,
which should educate processors to transfer suitable protections while transferring data;
this article highlights these primary modifications through outbound transmission
safeguards for sensitive information between the EU and the UAE. The article shows and
depicts that AGCC nations like the UAE are much more concerned about the protection of
netizens' data, including both citizens and expatriates, and do not want anyone to breach
sensitive information, as this is an obligation on a Muslim state to protect its subjects

against any harm.

Recommendations

1. The PDPL 2021 should adopt the GDPR's transfer of personal data as a benchmark, where it
is strictly and typically prohibited to transfer any data without obtaining appropriate
consent.

2. In this regard, it is necessary to understand the three rudimentary benchmarks which are
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identified in the GDPR, namely adequacy, suitable safeguards, and decision, which can put
an adequacy decision on personal data transfers to a third party, including but not limited to
an international organization, because that country or an organization provides protection
implicitly. If these prerequisites are not met, the GDPR allows derogations that permit
personal data to be transferred to countries only under special circumstances.

3. The transfer may only proceed with the data subjects express desire and given consent and
h/she will be that reminded of this particular situation time and again so that there is no data
breach which should take place of the sensitive information first.

4. Based on the current findings, this study recommends that the right to protection against
subsequent crimes can be done through invasion of privacy through smartphones, as the
Pegasus software is designed to infiltrate any retrievable system. Hence, the UAE should
not allow publishing about a person’s health without their permission.

5. Permissibility of processing information through photographs and other issues should be
controlled and only be allowed within the gdpr context, as Islamic law in the UAE does not
allow such things to happen. Still, the PDPL does not declare them as any crime
whatsoever.

6. Guidelines should be taken from the previous telecommunications law. Under Article 72/2
of this law, the UAE legislative authority indicated that it will certainly penalize
eavesdropping on phone calls if permission is not sought from the competent judicial
authorities first; this predicament was not implemented through the PDPL

7. butin article 71 of the Emirati telecommunications law it is stipulated that the authorities
may penalize any person who has access to the content of a call or telephone message
including but not limited to an SMS or an MMS and even WhatsApp and will be penalized
according to the issues of data breach article 79 of the same law provides that Emirati
legislature uses a broad term that can be applied to any culprit who is involved in
eavesdropping or manipulating the privacy of phone calls and disclosing any content of that
phone call which would be construed as an illegal action. So such a predicament is

definitely a very good opportunity for the PDPL 21 to apply such recommendations

Limitations

The PDPL 2021 is definitely a nascent law and needs a lot of guidance in terms of punitive
measures, cross-border data analysis and processing and definitely requires a robustic framework to
apply such measures as in the case of the Kingdom of Saudi Arabia and Qatar through the

development of data protection laws the awareness of cyberattack risk has further underscored and
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force the authorities over there to introduce punitive majors it will stop hitherto the UAE has based
its data protection regime entirely on the gdpr which should be common way out but now the crux of
the problem which has caused a mega limitation to the processing of the PDPL 21 that the law
cannot punish anyone and hence the gap between theory and practice has to be obliterated so that we
can move further and establish a legal regime which should help create a unified regional data
protection avoiding complacency and accepting international best practices.

Further research directions

Further research should be accompanied through significant researchers specially related to the
financial sector where most data breach has caused enormous impounding of financial stress the
technological development leading to online platforms where the oblivious public purchases or
compromises their data is definitely a matter of concern through tech startups have offered a wide
range of practical solutions including several payment platforms and such platforms should
definitely be protected through the promulgation of the PDPL 21 in totality in this regard the
GDPR's guidance should be taken into consideration as the PDPL 2021 will lacks the legislative
framework to accept all financial platforms onto its feel nice and that's why the horizon is definitely
suffering payment platforms like buy now, pay later, crowdfunding and peer-to-peer lending across
the MENA region has shown significant growth in the number of fintech startups and total revenue
investment in these companies exceeds 35 billion U.S. dollars nonetheless there is no guarantee of
the protection of personal data whether it be credit cards, debit cards or any other issues in this
regard Singapore and her highly reputable bdpa 2012 should be also be taken into action as they
have platforms which definitely do not force a person to use their credit or debit cards and
information could just be processing financial means through a click which would only be accessible
by the person who is trying to conduct this financial discourse. And in the United States of America,
the European Union, and Great Britain, this is definitely not a matter of legality but a prerequisite

which should not be compromised whatsoever [21].

International Best Practices

Apart from the GDPR and the application of this significant legal framework in the European
courts, including French, Italian, and German courts, the UAE has a lot to learn from sister
countries, including but not limited to the State of Qatar, the Kingdom of Saudi Arabia, and the
Hashemite Kingdom of Jordan. Such data protection regimes have definitely shown more interest

in the organization of such data with respect to their users. Here, there is another issue: the number
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of UAE data processing units outnumbers any other from her contemporaries, and hence the UAE
has a lot on her plate to discuss before the establishment of a robust framework. Still, as they say in
English, the night is still young; we have to adopt international best practices not only from the
European Union, the United States of America, and Britain but also through Malaysia, Singapore,
and the Middle East and North African region so that the best possible solutions could be provided
to netizens all across the United Arab Emirates. Overall the UAE has certainly holds the potential
to overcome such a situation and has proven in the past to stand tall to all her obligations especially
during the 2008 financial crisis when the economy was about to shut down and be obliterated the
UAE came forward with a lot of dedication determination and in 2010 came up with the tallest
tower in the world the Burj Khalifa and definitely other obstacles were removed so this should be a
predictive set to make things go to best and best of accident. The field of personal data protection is
definitely a very big challenge for any country, let alone the UAE, and in this regard the UAE can
play a significant role through adoption of international best practices all across the world. In
conclusion to this article, the author wishes the UAE regime all the very best in promulgating the

PDPL 2021 and offering plausible solutions to any data breach problems in the future.

List of Abbrevation: (GDPR): General Data Protection Regulation; UAE: United Arab
Emirates; (DPOs): Data protection officers; (Al): Artificial Intelligence; AED: United
Arab Emirates Dirham; PDPL: Personal Data Protection Law; EU: European Union;
(DIFC): Dubai International Financial Center; (NESA): National Electronic Security
Authority; (ACIT): Arab Conference on Information Technology; (AGCC): Arab Gulf

Cooperation Council.
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